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STRONG PASSWORD & AUTHENTICATION CHECKLIST

Use this checklist to review and improve your password and authentication
practices across your business.

L] Use passwords that are at least 12 characters long.

U Include uppercase and lowercase letters, numbers, and special characters in
passwords.

] Avoid using personal information in passwords (like names or birthdates).
L] Ensure each account has a unique password.

[ Implement a reputable password manager for all employees.

[] Require password changes at least every 90 days.

] Educate staff on how to spot phishing emails and suspicious links.

[J Enable Multi-Factor Authentication (MFA) on all critical systems.

[J Use authenticator apps or physical security keys instead of SMS-based multi-
factor authentication (MFA).

L1 Adopt passwordless login options where available (biometrics, security keys).
L1 Regularly audit access permissions and remove unused accounts.

L1 Monitor for exposed credentials using breach detection tools.

L1 Develop and enforce a written password policy for your business.

L1 Provide cybersecurity training during employee onboarding and at regular
intervals.

L1 Schedule regular reviews of your authentication methods and tools.
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